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Ha vapupyTtusatopax ESR

Aoknapuunk: lockaeBa EkaTepuHa

Pre-sale nHxeHep otaena
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NnaH Be6uHapa

MpuHUMN paboTkl zone-based firewall AleMOoHCcTpaumnm nNo Kercam

Paznnuunsa mexpay statefull / stateless OTnnuwma ot acl, utorn
NMopagok o6paboTky Tpaduka

Bonpoc - oTBeT

NMone3sHble cCbINKN
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Zone-based firewall - no ymouaHunio
He pa3peLleHo

————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Untrusted ‘ Trusted

int gi 1/0/2 «®»

int gi 1/0/3
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Statefull pexum

esr# show ip firewall sessions

Codes: E - expected, U - unreplied, A - assured, C - confirmed

Port Aging Inside source

tcp 78 192.168.1.15:54366 192.168.25.7:22

@ Mo Tabnunue mapLupyTU3aLUm onpeaenseTcs,
B KAKON NHTepdeinc gomkeH byaet oTnpaBUTbLCS
obpabaTbiBaeMbl B laHHbI MOMEHT nakeT

CZ) B kauecTBe source-zone npuHMMaeTcsa 30Ha
6e30nacHOCTU, CKOHOUTypypoBaHHas

Ha UHTepdeiice yepes KOTOPbIN NaKeT NOCTYNUN

Ha MapuwpyTusaTop. B kayecTtBe destination-zone

NPUHMMaeTCcs 30Ha 6e30nacHOCTY,

CKOHOUrypmpoBaHHas Ha nHTepdence mns 1n.

Inside destination Outside source

Outside destination Pkts Bytes Status

192.168.1.15:54366 192.168.25.7:22 -- -- --

esr# configure

esr(config)# security zone LAN
esr (config-security-zone) # exit
esr (config) # security zone WAN
esr (config-security-zone) # exit

esr (config)# interface gi 1/0/2

esr (config-if-gi)# ip address 192.168.12.2/24
esr (config-if-gi)# security-zone LAN

esr (config-if-gi)# exit

esr (config)# interface gi 1/0/3

esr (config-if-gi)# ip address 192.168.12.2/24
esr (config-if-gi)# security-zone LAN

esr (config-if-gi)# exit



Statefull pexum

®

MNpocmaTpmBaeTca Habop NpaBua MexXay
source-zone u destination-zone HauuHad
C NnpaBwIa C MEHbLUMM HOMEPOM.

HeaKTI/IBI/IPOBaHHbIe npaBuMjia He NPoCMaTpPpMBarOTCA.

Ecnn nakeT noagnagaer rnog Bce yca0BUA
nponncaHHble B Nnpasue ("match") BbinonHAeTca
AeNcTBUe nponncaHHoe B npasune ("action")

W AanibHeLWWA NPOCMOTP NpeKkpaLlaeTcs

Ecnu nakeT nonan nog npaswuno c "action permit”
KpoMe MapLupyTusaumu naketa B Tabnuuy
3aperncTpypoBaHHbIX ceccuii fobaBnseTcs
nHbopMaL s 0 ceccumn, B paMKax KOTopoii

6b121 CMapLUPYTU3MPOBAH NPOBEPEHHbIN NaKeT

esr (config)# security zone-pair LAN WAN

esr (config-zone-pair)# rule
esr (config-zone-pair-rule) #
esr (config-zone-pair-rule) #
esr (config-zone-pair-rule) #
esr (config-zone-pair-rule) #

esr (config-zone-pair-rule) #

1
action permit

match protocol icmp

match destination-address object-group WAN Gateway

match source-address object-group LAN Gateway

enable

esr (config) # security zone-pair LAN LAN

esr (config-zone-pair)# rule 1

esr (config-zone-pair-rule)# action permit

esr (config-zone-pair-rule)# enable

esr (config-zone-pair-rule) # exit

esr (config-zone-pair)# exit



Stateless pexunm

» B pexunme stateless nponcxoguTt npoBepka KaXkaoro nakera.
«lpsAMon» N «OTBETHbLIN» TpaduKM TpebyeTcs pa3pewlaTb
B COOTBETCTBYIOLLUMX zone-pair

» CpegctBo ansa dpi



MopaaokKk o6paboTkmM Tpadpuka npasuiamMmm

TpaH3UTHOrO TepMmuHupyemoro Ha ESR

e Tpaduk npoBepseTca Habopom npasun s Tpaduk npoBepsieTca HA6OPOM NpaBw
zone-pair <user-zone> any zone-pair any self

e Ecnu Tpaduk nepepaérca c ogHoro uHtepdeiica s Tpaduk npoBepsieTca HA6OPOM NMpaBw
Ha ApYroi B npeaenax HacTpaeBaeMbIX 30H, zone-pair <user-zone> self

TO OH 6yAeT NpoBepsATLCA HAa6opOM rnpasun
<user-zone1> <user-zone2>
(3Tn 30HbLI MOTYT cOBMaaaThb)

e Tpaduk npoBepsieTca Habopom npasun
zone-pair any any

Ecnv Tpadumk He nonasn HY Noj OAHO 13 NMpaBul Ecnn Tpaduk He nonan HX Noj O4HO U3 NPaBU
TeKyLLeil zone-pair, OH 0TbpackiBaeTCs TekyLei zone-pair, OH oTbpackiBaeTCA



Mo)KHO nu oTkKnwuuTtb firewall?

esr (config-if-gi)# ip firewall

disable

I1pv| npuUVeHeHNN KoMmaHAabl
s MapLupyTn3aTop NpoAo/XKaeT perncTpupoBaTbh MapLLUPYTU3MPYEMbIE CECCUN

e Firewall He oTk/IlOUaeTCcA NONHOCTBIO, HO NMepecTaéT NpPoCcMaTpPUBaTLCA COOTBETCTBYHOLLUMA
Habop NpaBUa MEX30HHOI0 B3aMOAeNCTBUA Aaxke ecnn ogHoBpemeHHo ¢ "ip firewall
disable" Ha nHTepdeiice ykazaHa 30Ha 6e3o0nacHOCTA

e Bce nakeTbl nocTynawLme yepes AaHHbIN MHTepdenc cCUMTalOTCA paspeLleHHbIMU



WA N LA N LAN to WAN

esr (config) #object-group network host 1

esr (config-object-group-network)# ip address-range 192.168.32.1-192.168.32.10
esr (config) #object-group service Black ports

esr (config-object-group-service) # port-range 80,443
esr (config)# security zone-pair any WAN

esr (config-security-zone-pair)# rule 10

esr (config-security-zone-pair-rule)# action deny

esr (config-security-zone-pair-rule)# match protocol tcp
esr (config-security-zone-pair-rule)# match destination-port object-group
Black _ports

esr (config-security-zone-pair-rule)# enable

esr (config-security-zone-pair-rule)# exit

esr (config-security-zone-pair)# rule 2

esr (config-security-zone-pair-rule)# action permit

esr (config-security-zone-pair-rule)# match protocol tcp
esr (config-security-zone-pair-rule)# match source-address object-group host 1
esr (config-security-zone-pair-rule)# enable

esr (config-security-zone-pair-rule)# exit

esr (config-security-zone-pair)# rule 30

esr (config-security-zone-pair-rule)# action permit

esr (config-security-zone-pair-rule)# enable

esr (config-security-zone-pair-rule)# exit

esr (config-security-zone-pair)# exit

esr (config)# security zone-pair LAN LAN

esr (config-zone-pair)# rule 1

esr(config-zone-pair-rule)# action permit esr (config-security-zone-pair)# rearange <>

esr (config-security-zone-pair)# renumber
esr(config-zone-pair-rule)# exit rule <CUR_ORDER> <NEW_ORDER>

esr (config-zone-pair-rule)# enable

LAN to WAN LAN to WAN LAN to LAN

N

Host 1
ip 192.168.32.5

\/
/N

5
e

Host 2
ip 192.168.35.20



trusted self

object-group service IKE
port-range 500
port-range 4500

exit

object-group service L2TP
port-range 1701

exit

security zone trusted
exit

security zone untrusted
exit

interface gigabitethernet 1/0/1
security-zone untrusted
ip address 198.51.100.1/24
exit
security zone-pair untrusted self
rule 1
action permit
match protocol udp
match destination-port object-
group L2TP
enable
exit
rule 2
action permit
match protocol udp
match destination-port object-
group IKE
enable
exit

rule 3
action permit
match protocol esp
enable
exit
exit
security zone-pair trusted trusted
rule 1
action permit
enable
exit
exit
security zone-pair trusted self
rule 1
action permit
match protocol icmp
enable
exit
exit
security ike proposal 12tp
encryption algorithm aes256
dh-group 14
exit
security ipsec proposal 12tp
encryption algorithm aes256
exit
remote-access 12tp server
authentication mode local
local-address ip-address
192.0.2.1
remote-address address-range
192.0.2.2-192.0.2.10
outside-address ip-address
198.51.100.1

security-zone trusted
ipsec authentication method pre-shared-
key
ipsec authentication pre-shared-key
ascii-text encrypted 8CB5107EA7005AFF
ipsec ike rekey enable
ipsec ike proposal 12tp
ipsec proposal 12tp
username user?2
password ascii-text encrypted
8CB5107EA7005AFF
enable
exit
enable
exit

L2TP-Server
ESR

Tunnel LAN
L2TP 198.51.100.0/24

L2TP-Client



PYHKLMOHaN




JlornpoBaHume

esr (config) # security zone-pair untrusted self
esr (config-zone-pair)# rule 10000

esr (config-zone-pair-rule)# action deny log
esr (config-zone-pair-rule)# enable

esr (config-zone-pair-rule) # exit

esr (config-zone-pair)# exit

2022-11-21T12:27:31+00:00 %FIREWALL-I-LOG: zone-pair 'untrusted self' rule 10000 denied tcp 192.168.1.15:40900
(gi1/0/1 60:e3:27:00:ee:e€9) -> 192.168.1.1:23 dscp 4, 1 packets

esr (config) # security zone-pair untrusted self

esr (config-zone-pair)# rule 10

esr (config-zone-pair-rule)# action permit log

esr (config-zone-pair-rule) # match destination-port SSH

esr (config-zone-pair-rule)# match source-address SSH _TRUSTED PERMIT
esr (config-zone-pair-rule)# enable

esr (config-zone-pair-rule) # exit

esr (config-zone-pair)# exit

2022-11-21T12:28:25+00:00 %FIREWALL-I-LOG: zone-pair 'untrusted self' rule 100 permitted tcp
192.168.1.15:43596 (gi1/0/1 60:e3:27:00:ee:€9) -> 192.168.1.1:22 dscp 0, 1 packets



CyeTumnkKm

esr (config) #ip firewall sessions counters

Zone-pair Rule Action Pkts Bytes Description
any/any default deny 0 0 --
trusted/self 1 permit From local to router

trusted/trusted 1 permit



Kputepun

Protocol type/id

match [not] destination -
nat

Mpodwunnb tcp/udp
nopToOB

Mo ymonuaHwuio no60om match - any,
MO>KHO SIBHO He YKa3blBaTb

Mpodunb ip agpecos

match [not] fragment -
any self

Mpodunb NpunnoXxeHNA
(dpi)

mac aapeca

match [not] ip-option -
any self

Tun n Kog coobLeHnn
npotokona ICMP



Action

permit - npoxo)xaeHune deny - npoxoxaeHue
Tpaduka paspeLlaeTcs Tpaduka 3anpeLyaeTcs

reject - AONOJIHUTENIBHO rate-limit total pps session-limit [total
nocblinaeT oTBeT <RATE> <SESSION>] [per-source-

06 oLInbKe KomaHaa npMeHMMa TONbKO host <SESSION>]
B NpaBuaax Mexxgy 3oHamu any self



ip firewall screen

dos-defense icmp-threshold

dos-defense land

dos-defense syn-flood

dos-defense udp-threshold

dos-defense winnuke

spy-blocking ip-sweep

spy-blocking port-scan

spy-blocking spoofing

YnpaBJ/ieHMe 3alTOM OT CeTeBbIX aTaK

logging firewall screen

3awmTa oT ICMP flood aTak

3awmTa o1 land-aTak

3awmTa oT SYN flood atak

3awmTa ot UDP flood aTak

3awmTa oT winnuke-atak

3awmTa oT IP-sweep aTak

3awumTa oT port scan aTtak

3awumTa ot IP spoofing aTak



ip firewall sessions tracking sip

RTP

nat alg sip - ana KoHbUrypaumm c Hatom




N"tTorm
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Firewall - cpeacTBO, ocyuiecTensioLlee
KOHTPO/b N pUnbTpaLuio

[OCTaTOYHO pa3peLUunTb NepBblii NakeT

HasHaueHme Ha Bce BUAbl MHTepdericoB

CpeAcTBO TEXHOIOTUN

BO3MOXXHOCTb MHCMEKTUPOBATb
TpadUK B HECKOJIbKO 3TarnoBs

OTcneXxnBaHue ceccuni

ACL - cnncok npaswun, onpeaensaroLmnx
NpoxoXAaeHve NakeToB Yepes uHTepdenc

C QS S € €«

MpoBepsieT KaXkabl NakeT

MO>XHO NCMOb30BaTb TO/ILKO
Ha Pn3nYecknx nHTepdencax

KpaTtknin cnncok match

Ncnonb3yeTcs Ana opraHmn3saumm
nonnTukK QoS u pbr

Tonbko 3anpeT, 6e3 orpaHNYeHUI
NosI0Cbl U PPS

MepBbIn pexeT nakeTsbl



Match

Firewall ACL

application + -

cos - +

dscp - +

source/destination-address-port

source/destination-nat

fragment

+ + + o+

icmp

ip-option & -

protocol

vlan



Action

Firewall ACL
permit + +
deny + +
reject + -
rate-limit + -
session-limit + -




F.A.Q.

e Kak firewall Harpy>xaeT cucremsl?
e Uem n kak obpabaTtbiBatoTcs npaBuna ACL mn Firewall?

e YTO ecnm Ha nHTepdence He HaCTpPOEHA security-zone
n He oTknrouveH Firewall?

e YTO ecnin Ha BXxoasaLemM nHtepdenrce HacTpoeHa
security-zone, a Ha UcxogallemM HTepodence
security-zone He onpegeneHa n otkntodeH firewall?



NMone3sHblie CCbIJIKMN




Cnacmb6o 3a BHUMaHue!

Mbl Bcerpa rotoBbl K guanory, paspaéorke
M aopa6oTKe pelleHnii noa Balle TeXHUYECKOoe 3ajaHne

630020, r. HoBocmbupck, yn. OkpyxHasa 29B
09:00 — 18:00 (GMT+7)
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